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Introduction

The Revised Payment Services Directive (PSD2) was introduced as a follow up
to the original Payment Services Directive by the European Commission, it took
effect in January 2018. The aim is to bring in new laws to increase customer
protection, foster innovation, and inspire pan-European competition.
There are three core components of PSD2:

Consumer
protection rights

Strong Customer
Authentication (SCA)

Open banking –
third-party access

A key element of PSD2 is the introduction of the Regulatory Technical Standards on Strong
Customer Authentication (SCA), which applies to card-based e-commerce transactions in

the European Economic Area (EEA). This guide will explore SCA, what it will mean for your
business and your customers, and how to prepare for implementation.
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From 2017—2018
card fraud cost
businesses around
€760m.

What is Strong
Customer
Authentication?
Payment fraud losses have been steadily increasing for nearly a decade with little
sign of easing. From 2017 to the end of 2018, losses through card fraud in the UK
increased by 19% – costing businesses around 760 million euros.1
Merchants increasingly face a delicate balance between ensuring customer
security and convenience, while minimising fraud and friction.
Strong Customer Authentication (SCA) has

SCA applies to card-based e-commerce

improving customer security whilst reducing

cards) where both the card issuer (i.e. financial

been introduced to help combat fraud by
the liability held against businesses for

unauthorised transactions. It makes payments
more secure for both your business and your

customer by adding an extra layer of protection
known as two-factor authentication (2FA).
1

transactions (including digital wallets backed by
institution with whom the cardholder has a

relationship) and the acquirer (i.e. financial
institution with whom the merchant has a

relationship) both reside within the European
Economic Area (EEA).

https://www.statista.com/statistics/911873/value-of-losses-to-card-fraud-in-europe-by-country/
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How will the shopper
be authenticated?
When SCA comes into effect, customers will be required to provide at least two
of the following forms of identification when making a payment:

Something you know

Something you own

Something you are

Password

Mobile phone

Retina scan

Passphrase

Wearable device

Fingerprint

Smart card

Voice pattern

Token

Facial recognition

PIN
Sequence
Secret fact

The expectation is for all e-commerce transactions to be processed via secured industry protocol
such as 3D Secure by September 2021 (with some exemptions, see ‘Exemptions’ section within
this guide).
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Implementation period

Strong Customer Authentication was due to come into force on 14 September
2019. The Financial Conduct Authority (FCA) has recognised the complexity and
challenges of implementing this directive within the payments environment and has
extended its original deadline, giving UK businesses, banks, and online account
providers more time to implement the tools and processes for compliance.
The current 3D Secure implementation will

3DSv2 functionality is now available to Opayo

at which time 3DSv2 becomes mandatory

giving merchants an early opportunity to test

compliance in Europe is 31 December 2020.

together with an improved user experience at

compliance is 14 September 2021.

period, we strongly recommend that merchants

continue to be supported until the end of 2020,

customers on our test and live environments,

worldwide. The new deadline for e-commerce

how best to incorporate SCA compliance

In the UK, the new deadline for e-commerce

checkout. As we approach the implementation

take the necessary steps to activate 3D Secure

to avoid any impact to transactions as the ramp
up begins.
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SCA Timeline
Engagement with providers
Visa start pan key transactions

and non-chip enablement fees

01
January
2020

01
February
2020

Visa issuers live on EMV 3DS 2.1

Visa start tracking issuer
SCA performance

14
March
2020

Implementation

Testing

01
July
2020

Visa issuers live on EMV 3DS 2.2

Mastercard issuers live
on EMV 3DS 2.1 +

14
September
2020

Compliance

16
October 2020

EU enforcement begins

Acquirer’s recommended

date for gateways and EMV

3DS service providers to be
certified for EMV 3DS 2.2

31
December
2020

14

UK enforcement begins

September 2021
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EMV 3D Secure

EMV 3D Secure is the standard protocol for SCA when accepting payments over
the internet. It helps to reduce fraud and cart abandonment, whilst seamlessly
supplementing existing data with additional information.

EMV 3D Secure

2.1

2.2

SCA for connected devices and web purchases

e

e

Non-payment authentication scenarios, such as
payment card on-boarding to merchant apps

e

e

Provides for all available SCA exemption types

e

Europe-specific scenarios in support of PSD2, such as
trusted beneficiary and delegated authentication

e

Biometric consumer user experience

e

Upgrading to the latest version will allow you more

flexibility as the merchant. This will also provide you
with the traditional shift in liability expected when
EMV 3D Secure is activated.
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How will SCA affect
the customer payment
journey?

Today, payments are typically authenticated using 3DSv1 (sometimes known as
Verified by Visa, Mastercard SecureCode, Amex SafeKey, Diners ProtectBuy, and
JCB J-Secure) where the customer is asked to provide additional authentication data
such as a password or an SMS verification code.

02

01
The cardholder

enters account
details

03
The merchant’s 3D Secure
service provider packages the
message with transaction data
and delivers it to the issuer via
authentication request

The issuer’s 3D Secure service
provider determines the transaction
risk and may prompt the cardholder to
verify their identity, i.e. with a one-time
password

Risk assessment
Cardholder

Merchant

05

Opayo submits

3D Secure
Program

transaction for
authorisation with a
flag indicating the
authentication result

Issuer

04

High risk

Low risk

Typically <5%
of transactions

95% of
transactions

requires
additional
customer
verification

requires no
additional
customer
verification

The issuer sends
the authentication
result to Opayo

From March 2020, UK card issuers and/or acquirers will begin to gradually step up payments, requesting

for 3D Secure to be performed with two-factor authentication (2FA). When 3DSv2 is used, around 90% to

95% of authentication requests will result in a frictionless authentication, where the customer doesn’t even
realise that authentication has taken place.

Contactless card machine transactions will be subject to new rules. Card issuers are required to prompt
the Cardholder to perform a Chip and PIN transaction each time their cumulative contactless spend
reaches £150 since their last Chip and PIN transaction.
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Benefits of upgrading
to the latest version
of 3D Secure
During a 3D Secure authentication, how the authentication is performed is up
to the card issuer. It’s possible to achieve SCA with 3DSv1, however 3DSv2
makes this much easier.
Opayo’s upgrade to 3DSv2 introduces a better user experience:

Added security and
protection for your
business and your
customers

Increased cardholder
confidence when
transacting with your
business

Reduced fraud and
chargebacks - liability
shifts to the card issuer

Frictionless challenges
e.g. biometric
authentication using
a fingerprint, facial or
voice recognition

Improved risk-based
decisions using rich
cardholder data leading to
higher approval rates

Full support for all
available exemption
types and payment
device types

When 3DSv2 is enabled, it is estimated that only 5% to 10% of authentications will result in
the cardholder having to be re-directed to their banks 3D Secure page to enter 2FA. Most

authentication requests will result in a frictionless authentication with an authorisation rate of up

to 90%. What’s more, liability for unauthorised transactions passes to the card issuer, saving you
time and money on potential disputes.
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Activating 3D Secure

The first step to achieving SCA compliance is to activate 3D Secure within your
MyOpayo account. Find out how to do this here.

Your integration type determines if you need to make any further
changes to support 3DSv2:
• Form – No change. Fully supports 3DSv1 and 3DSv2
• Server – No change. Fully supports 3DSv1 and 3DSv2
• Direct – Fully supports 3DSv1. An extra 9 fields need to be submitted for 3DSv2
• Pi - Fully supports 3DSv1. An extra 8 fields need to be submitted for 3DSv2
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Testing

If you are using the Direct integration method, please look at chapter 6 of the draft
Protocol 4.00 guide entitled ‘Testing’ found here.
For Form and Server integrations, there is no

change with the payment flow or with request
and responses that you will submit to and

receive from Opayo. You can, if you choose
to, try some of the magic values that are

For the Direct integration method, the technical
documentation can be found here.

For the Pi integration method, the technical
documentation can be found here.

shown in chapter 6 of the above guide to see
the difference between the frictionless and
challenge flows.

How do I know what integration I am on?
If you don’t know which integration your website uses, you can find this on MyOpayo
by clicking on any successful payment, then choose Additional Details from the left
menu. You will see the integration in the System Used field.
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SCA Exemptions
Once your acquirer has advised of suitable exemptions for your business model, you can request

an exemption on a per-transaction basis when submitting your transaction request to Opayo. If you

choose to use an exemption, any chargeback liability is passed to you for the transaction. The card
issuer may not always agree with your exemption. In this instance, they may return a ‘soft decline’
and request that 2FA is performed.

Trusted beneficiaries

Low Value Exemption

Card issuers will allow your customer to add you

Remote transactions up to €30 (or equivalent in

when they log into their card account. Once they

to €50 (or equivalent in other currencies) do not

as a trusted beneficiary, either during 2FA, or

have added you as a trusted beneficiary, you can

apply for this exemption so that this applies every
time they shop with you.

Recurring transactions or
subscriptions
After initial set-up, a subscription or membership
fee consisting of repeat payments of the same

amount to the same payee, i.e. direct debit, will be
exempt from authentication. Since your customer
is off-session when a recurring transaction is

performed, they cannot be expected to perform an

other currencies) and contactless transactions up
require SCA up to a maximum of five consecutive
transactions or a cumulative limit of €100 (€150
for contactless). If the cardholder initiates more
than five consecutive low value payments, or if
the total payments value exceeds €100 (€150
for contactless), SCA will be required. Please
note that currently, only Visa and Mastercard
have released their requirements to support

exemptions. The monitoring of the consecutive
transactions and cumulative limits will be the
responsibility of the issuer.

authentication. However, 2FA must be performed

Delegated Authentication

your customer is in-session.

participated in a delegated authentication program

for the first transaction of a recurring series, where

Trusted Risk Analysis (TRA)
This exemption can be used if you have a low
chargeback rate. Typically, between 1 and 13

You can only use this exemption if you have

with the card schemes, where the card scheme

approves delegation of the authentication process
to you.

chargebacks per 10,000 transactions. It varies

Secure Corporate Payment

and including £430 (€500). You cannot use this

a lodged corporate card (typically used to book

depending on the transaction amount value up to

If your customer is using a corporate card, that is

exemption for transaction values over £430 (€500).

travel for all employees of a company), then this

Overall fraud rates for card payments must not
exceed the following thresholds:

exemption can be used. It cannot be used for
personal corporate cards.

• 0.13% to exempt transactions below £90 (€100)

• 0.06% to exempt transactions below £215 (€250)
• 0.01% to exempt transactions below £430 (€500)
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Opayo
Elavon Digital Europe Ltd
Quorum Business Park
Benton Lane
Newcastle upon Tyne
NE12 8BX
www.opayo.co.uk

Elavon Digital Europe Limited, trading as Opayo. The liability of the member is limited.
Registered in England and Wales – Number 07492608. Registered Office:
North Park, Newcastle Upon Tyne NE13 9AA United Kingdom.

